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Fraudulent Money Transfers via Social Media and Telephone Calls

It has been observed, based on complaints received at various police stations across the
island, that individuals are being deceived into fraudulently transferring money to multiple
accounts through false claims made via social media platforms and telephone calls. These
scams involve promises of employment opportunities, prize winnings, or false allegations of
legal action, with fraudsters misleading victims into making financial transfers.

It has also been identified that these fraudulent activities are carried out by unlawfully
obtaining sensitive personal and financial information such as bank account details,
passwords, one-time passwords (OTPs), and QR codes. This information is acquired through
various deceptive methods, including malicious internet links, scan codes, and fraudulent
online extensions.

In recent days, the Mirihana Special Crime Investigation Division has received several
complaints regarding scams in which offenders impersonate bank officials. In these
incidents, fraudsters contact account holders by phone, obtain banking information, falsely
claim that funds linked to drug trafficking have been deposited into the victims’ accounts,
intimidate them, and coerce them into transferring money to accounts provided by the
perpetrators.

The Police have previously informed the public not to fall victim to such fraudulent schemes
and once again advise adhering to the following safety precautions:

« Verify official pages and check for verified badges

« Do not disclose bank details, National Identity Card numbers, login credentials,
OTPs, passwords, PINs, or personal photographs to third parties

« Avoid accessing suspicious or unknown links

« Use only trusted and verified accounts

« Confirm the identity of recipients before making any financial transactions

o Immediately report incidents of fraud to the Cyber Crime Unit of the Criminal
Investigation Department

The Police request the public to provide any information related to such fraudulent activities
to the following contact numbers:

« Mirihana Special Crime Investigation Division: 011-2852556

« Superintendent, Mirihana Special Crime Investigation Division: 075-3994214
o Deputy Director, Computer Crime Investigation Division: 011-2300638

« Personal Assistant, Computer Crime Investigation Division: 011-2381375

« Superintendent, Computer Crime Investigation Division: 011-2381058
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