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Fake Websites Imitating the Official GovPay Platform Used to Defraud the Public

The GovPay platform has been introduced as a secure and user-friendly digital payment system
designed to facilitate online payments for government services in Sri Lanka.

The system also enables members of the public to settle on-the-spot traffic fines issued by the Sri
Lanka Police for traffic offences through a secure online payment method. However, the Sri
Lanka Police have recently uncovered several incidents in which fraudsters have created fake
websites closely resembling the official GovPay platform to deceive the public and fraudulently
obtain money.

During the past few days, reports have been received indicating that members of the public have
been receiving fraudulent text messages claiming to be from the Sri Lanka Police. These
messages falsely allege that recipients have exceeded speed limits or committed other traffic
violations and instruct them to pay fines through fraudulent links.

To raise public awareness and prevent such scams, the Police Media Division has released an
audio message by the Deputy Inspector General of Police in charge of Traffic Control and Road
Safety, Mr. W. P. J. Senadhira, explaining the correct procedures followed by the Sri Lanka
Police and educating the public on how to identify these fraudulent attempts.

The Sri Lanka Police wish to emphasize that, when taking action against traffic offenders, the
current procedure is to inform the offending driver at the scene and either issue an on-the-spot
fine or initiate legal proceedings, as appropriate.

Furthermore, even where traffic violations are detected through surveillance camera systems, the
Sri Lanka Police do not send text messages requesting payment, do not ask individuals to
provide bank account or banking details, and do not direct members of the public to make
payments through unofficial links. The public is strongly urged to remain vigilant and be aware
of these official procedures.

The Sri Lanka Police advise the public not to click on suspicious links or respond to fraudulent
messages and never to disclose personal or banking information in response to such
communications. Anyone who has fallen victim to these fraudulent activities is requested to
lodge a complaint with the nearest police station without delay.
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